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SMART TECHNOLOGY 
BRINGS BENEFITS, BUT CAN 
GOVERNING BE REDUCED 
TO AN ALGORITHM?
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BY TOD NEWCOMBE 
SENIOR EDITOR

Rio de Janeiro, Brazil’s second 
largest city, is about to be fl ooded. 

Not by storms, which have proved 
devastating in the past, but by tens 
of thousands of soccer fans coming 
to watch World Cup matches in the 
city and at other venues around South 
America’s largest country. And it’s 
just a prelude for what will happen in 
2016 when Rio hosts the Olympics and 
millions of visitors will swarm the city 
to attend hundreds of sporting events.

The logistics of moving so many 
people around in a few short weeks, 
while still running the daily operations 
of a city of such size, would be daunting 
for any government. But public offi  cials 
in Rio have a secret weapon. Located in 
a building that looks like a glass cube, 
the Centro de Operacoes is a high-tech 
control room for the entire city, packed 
with computers, giant screens and 
hundreds of workers who can monitor 
everything from water levels in streets 
after a rainstorm to developing traffi  c 
jams. Centro is much more than a 
large-scale monitoring system. In some 
ways, it’s a vision of the city of the 
future that captures data streams from 
thousands of sensors, as well as other 
sources, then aggregates and analyzes 
the constant fl ow of information.

The goal is to make decisions in 
real time as events or emergencies 
occur, mitigating their impact on the 
daily lives of Rio’s residents while 
making sure the city’s budget is used as 
eff ectively and effi  ciently as possible. 
Rio’s Centro de Operacoes represents 

one way that cities can 
break down silos and use 
data intelligently so that 
government operates as a 
true enterprise, rather than 
as a series of loosely linked 
departments and agencies.

Other cities around 
the globe have diff erent 

approaches, but with the same goal 
in mind: link networks of miniatur-
ized electronic sensors with big data 
analytics and algorithms so that cities 
are better connected, integrated and 
able to analyze information more 
cohesively in order to enhance their 
effi  ciency. A smart city is a dynamic 
city that makes living in a dense 
urban environment more civil and 
more rewarding. A smart city is not 
only attractive to people who want 
to live there, but also to companies 
that want to do business there.

So far, a cluster of cities around 
the world have become leaders in 
sensor technology and are beginning 
to show promising results. Besides 
Rio, there’s Santander, Spain; Singa-
pore; London; Seoul; Montreal; and 
Chicago. Dozens of smaller cities 
have launched more limited solu-
tions, hoping to capture direct and 
indirect benefi ts from the technology.

Some have called the smart city 
trend the most transformative thing 
to happen to cities since the urban 
renewal movement of the 1960s. But 
others have cautioned that the tech-
nology has yet to prove it can fully 
deliver on its potential. “What you 
are seeing are demonstrations of the 

The Digital Communities 
Special Report, which 
appears quarterly in 
Government Technology 
magazine, offers in-
depth coverage for local 
government leaders and 
technology professionals. 
It is part of the Digital 
Communities program, 
a network of public- 
and private-sector IT 
professionals working 
to improve local govern-
ments’ delivery of public 
service through the use 
of digital technology. 
The program — a 
partnership between 
Government Technology 
and e.Republic’s Center 
for Digital Government 
— consists of task forces 
that meet online and 
in person to exchange 
information on important 
issues facing local 
government leaders 
and technologists. 

Look for Digital 
Communities quarterly 
reports in Government 
Technology magazine in 
March, June, September 
and December.

ABOUT 
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/ SMART 
QUESTIONS: 
How resilient and 
secure is smart 
city software?

How will sensors 
affect privacy?

What’s the business 
case for sensor-
based solutions?

Should sensors and 
analytical software 
replace human 
decision-making?

possible,” said Jennifer Belissent, 
a principal analyst with Forrester 
Research. “But other than pilot projects 
at this stage, not much is happening.”

Belissent and others have ques-
tioned the business model behind 
many sensor-based solutions that have 
been rolled out in recent years. Some 
critics have raised broader concerns 
about the resiliency of the software 
that controls hundreds or thousands 
of sensors and the dependency on 
algorithmic tools to decide how city 
services should operate, ultimately 
impacting critical fi scal decisions. 
The risk is that cities are rushing to 

deploy new technolo-
gies without much risk 
assessment, according 
to Anthony Townsend, a 
senior research scientist 
at New York University 

and author of Smart 
Cities: Big Data, Civic 
Hackers and the Quest 

for a New Utopia. He 
worries that govern-
ments aren’t prepared 
to deal with situations 
should technology fail. 
“We have become so 
dependent on GPS, 
for example. Yet only 
a handful of coun-
tries have studied the 
impact of that reliance 
on their economy,” 

he said. “Governments tend not 
to take these risk factors into 
account. Certainly not cities.”

THE WORLD’S CITIES GROW
For America’s cities, it’s the best 

of times and the worst of times, to 
paraphrase Charles Dickens. In 2012, 
new census estimates showed the 
population increasing in large cities 
faster than the nation as a whole, 

and the growth is accelerating. From 
New York City and Washington, 
D.C., in the east to San Antonio and 
Houston in the southwest, urban 
population growth has accelerated. 

Cities also have gained a cachet 
among millennials, young families 
and empty-nest baby boomers as a fun 
place to live and work. For anybody 
who remembers just how gritty and 
risky city life was back in the 1970s 
and ’80s, today’s urban experience is 
far more positive. At the same time, 
economic activity in urban metro areas 
has grown in importance. The 388 
metro areas in the United States make 
up 84 percent of the nation’s popula-
tion and 91 percent of gross domestic 
product (GDP); the 100 biggest metro 
areas generate 75 percent of the GDP, 
according to the Brookings Institution. 

The upswing in urban population 
growth is playing out globally. In 2010, 
just more than half of all people in the 
world lived in an urban area. By 2030, 
six out of every 10 people will live in a 
city; by 2050 the proportion will rise to 
seven out of 10, according to the World 
Health Organization. Likewise, global 
cities control a greater share of the 
world’s economic power. An estimated 
40 urban metro areas produce two-
thirds of the world’s economic output 
and are highly innovative, according 
to the New America Foundation, a 
Washington, D.C.-based think tank.

But the growth and buzz has 
occurred while fi scal problems from 
the Great Recession continue to roil 
city budgets, forcing cutbacks in hiring 
and pay for city workers, according to 
the National League of Cities. Since 
2009, cities have cut more than a half 
million jobs from their payrolls. At 
the same time, however, the cost of 
doing government business keeps 
growing, putting pressure on budgets 
that have seen declines in revenue for 

every year between 2006 and 2012. 
City fi nance offi  cers cited rising costs 
for infrastructure and public safety, 
as well as health-care benefi ts and 
pensions, while federal and state aid to 
cities continues to decline, according 
to the National League of Cities.

With population growth and 
economic power rising in so many 
urban areas at the same time that city 
governments have their hands tied by 
weak revenue and tight budgets, the 
situation has created fertile ground 
for innovative uses of technology. The 
idea of installing thousands of sensors 
within a city’s infrastructure and 
linking them to computers that could 
intelligently process and analyze the 
information gained broad attention 
several years ago from two start-from-
scratch smart cities: Masdar in Abu 
Dhabi and Songdo in South Korea.

Using sensor-based technology so 
pervasively in these cities has been 
called visionary, but both have run 
into problems, partly driven by the 
economy, but also by a lack of people 
and businesses. As a result, attention 
has shifted to other examples of sensor-
based smart cities, where the approach 
is diff erent, but the goals are similar: 
better services, more effi  ciencies and 
greater overall sustainability for infra-
structure as well as the environment.

“Sensor technology has the power to 
provide data about what’s going on in a 
number of unprecedented ways,” said 
Steven Koonin, director of New York 
University’s Center for Urban Science 
and Progress. “It changes the way we 
can understand, manage and study 
cities. Citizens can be better engaged 
by having more city data available.”

The idea of having sensors on every 
utility pole, water line, bus, train and 
traffi  c light has been revised to a more 
pragmatic expectation on how the 
technology should be deployed and 
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SMARTER OPERATIONS: 
Sensors can measure, track and locate a wide variety of factors in the urban environment. 
Data from sensors can be analyzed and used to run systems more effi ciently and effectively, 
improving services for citizens while reducing the cost of government operations.

ECONOMIC POWER: 
The 100 biggest metro areas in the 
U.S. produce 75% of the nation’s GDP.

BIG BUSINESS: 
By 2020, cities are expected 
to spend $20 billion on 
sensor technology.

POPULATION CENTERS: 
By 2030, six out of 10 people in the world will live in cities; 
the number will reach seven out of 10 by 2050.

SENSOR-BASED 
APPLICATIONS 
INCLUDE: 
traffi c congestion
transit
parking
environmental monitoring
waste collection
water systems 
crime and public safety

SHRINKING WORKFORCE: 
U.S. cities have cut more than 500,000 jobs from their payrolls. 
City revenue declined every year between 2006 and 2012.

CITIES WITH
SENSOR-BASED
SOLUTIONS: 
Chicago
Montreal
Rio de Janeiro, Brazil
Santander, Spain
Singapore

SENSORS AND CITIES

2030 2050

$
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used. “Many big cities are already 
sitting on a lot of data,” said Katharine 
Frase, chief technology offi  cer of IBM 
Public Sector. By working with what a 
city already knows and doing a better 
job of interpreting the existing data, 
cities can then deploy fewer sensors 
and get better results, she said.

Frase cites the example of leaky 
water systems. “Cities spend a lot of 
money to obtain the water, purify it 
and put it into circulation,” she said. 
“When they lose that water through 
leaks, they can’t generate revenue 
off  of it. Adding sensors sounds 
like a great solution, but where do 
you know to put the sensors?”

The answer is by pulling data from 
existing infrastructure, such as pressure 
meters and other non-smart sources 
and then analyzing where the changes 
in pressure are occurring and when. 
“Using those existing tools, you can 
most likely fi gure out where the leak 
is, and now you are in a better posi-
tion to deploy sensors,” Frase said.

Another opportunity has sprung up 
as cities retrofi t old-fashioned mercury 
vapor streetlights with more energy-
effi  cient LED lights. It turns out that 
the housing for LED lights is a perfect 
place to pack a lot of sensors — and 
even cameras. Link intelligent street 
lights in a downtown district into a 
network and you have the makings 
of a smart city. “We’re marrying the 
Internet with advanced Web services 
and low-cost miniature electronics, 
and delivering it as a new service to 
cities,” said Hugh Martin, CEO of 
Sensity System, a company that designs 
and produces intelligent street light 
networks. The technology has been 
deployed at Newark, N.J.’s Liberty 
International Airport to monitor 
baggage and foot traffi  c in one of the 
terminals. Downtown Las Vegas has 
also installed intelligent street lights 

to monitor air pollution levels, foot 
traffi  c and for surveillance purposes.

Still, when it comes to fully under-
standing the capabilities of sensor-
based smart cities, it’s hard to ignore 
the showcase projects because they 
put so many of the capabilities at play 
in one location, impacting citizens, 
services and government at once. Rio de 
Janeiro partnered with IBM to create 
an environment that could stream 
data from traffi  c and public transport, 
municipal and utility services, emer-
gency services, weather feeds and 
information sent in by employees via 
phone, the Internet and radio into a 
single analysis center. Data is aggre-
gated over time to investigate aspects 
of city life and government operations. 
Predictive modeling software lets 
offi  cials operate and manage the city as 
events unfold, from unexpected traffi  c 
jams and sudden rainstorms, all in real 
time. The aim of the network according 
to Mayor Eduardo Paes, is to elimi-
nate the silos between departments, 
combine data and help the city operate 
effi  ciently at the enterprise level.

Santander, Spain, has taken a 
less centralized approach to using 
sensors. That’s partly because the 
city is a test-bed site, fi nanced by an 
$11.1 million grant from the European 
Union. Santander is located on Spain’s 
northern coast and has a population 
of 180,000. Over a four-year period, 
the city, the University of Cantabria 
and several private-sector partners 
have installed more than 20,000 
fi xed and mobile sensors throughout 
Santander that cover several initia-
tives aimed at improving parking 
and traffi  c; eff ectively managing 
energy in schools, buildings and 
street lights; increasing the effi  -
ciency of waste collection and water 
management; as well as improving 
citizen services, such as information 
about public transit and shopping.

The impact of the sensor proj-
ects on the city varies, according to 
Mayor Inigo de la Serna, but some 
have shown promising results. 
“While we need a bigger timeframe 
for assessing the savings we are 
achieving, in the case of street lighting, 
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/ Smart LEDs in Newark, N.J.’s 
Liberty International Airport 

monitor baggage and foot 
traffic in one of the terminals. 
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we can easily achieve a cost savings 
between 30 and 40 percent,” he said.

MAKING SENSE 
As Santander, Rio and other cities 

have demonstrated, sensor-based 
solutions have the potential to impact 
a broad range of urban issues, from 
traffi  c and transportation to energy, 
public safety and the environment. Less 
understood is the value of some of the 
other projects that have been rolled 
out around the world. For example, 
one of Santander’s test-bed projects 
involves sensors embedded in the 
city’s gardens to detect soil humidity 
and enable more effi  cient watering 
of the grass, fl owers and plants. 

But as Forrester’s Belissent pointed 
out, unemployment in Spain is more 
than 25 percent and for the coun-
try’s young adults, the rate exceeds 
50 percent. “Do we really need water 
sensors in the city park when it may 
be more cost effi  cient and socially 
more important to give the person a 
job to do the same work?” she asked.

Finding a working business model 
to justify a sensor-based project has 
proven elusive, according to Belissent. 
Technology can be a very cool thing, 
and there are some exciting examples 
involving sensor-based technologies. 
But showing they can cut costs and 
impact a city’s budget can be diffi  -
cult. “The question is whether it is 
more cost eff ective to install sensors 
in both the short and long term, or 
are there alternatives,” she said. 

Similar misgivings about the cost 
benefi ts of sensor-based solutions 
have been raised by others who study 
the technology. The actual cost of a 
sensor can be quite low, depending 
on its features and capabilities, but 
the full cost of an entire sensor-based 
solution can be very high for cities. 
“I’ve seen lots of simple solutions out 

there that cost a lot of money,” said 
Charlie Catlett, director of the Urban 
Center for Computation and Data, 
a joint initiative of the University of 
Chicago and Argonne National Labo-
ratory. He pointed out how the city of 
Chicago kept some of the costs down 
by putting a GPS sensor on every 
city-owned vehicle and then using 
the stream of data to give residents 
and commuters real-time information 

about traffi  c congestion. Catlett thinks 
cities could be savvier about creating 
home-grown solutions, like Chicago’s, 
when it comes to using sensors.

With city budgets so tight, trying 
to explain the expected value of a 
sensor-based project can be a struggle, 
according to IBM’s Frase. City leaders 
must be able to either quantify the 
problem they are solving or quantify 
the benefi t. “There’s always going 

1 / START WITH YOUR PAIN POINTS. 
Identify some of the major impediments to your city’s growth 
and sustainability. The list could be broad, but usually includes: 
traffi c congestion; lack of parking; aging water infrastructure and 
lost revenue from water leaks; transit ridership; and public safety.

2 / BUILD THE BUSINESS CASE. Perhaps the hardest
part, cities need to quantify the problem that needs fi xing or quantify 
the value that the sensor project will bring. Don’t be afraid to consider 
partnerships that could offer new sources of revenue.

3 / DO THE BORING STUFF. Update your governance models, 
set up shared services across departments, integrate data and redesign 
workfl ow. Like all technology projects, sensor-based solutions won’t 
deliver their full value until the organizational issues are fi xed fi rst.

4 / USE LEADERSHIP TO GET PROJECTS OFF THE GROUND. 
Sensor-based projects involve doing something new and often very different. That 
kind of change can be diffi cult to accept. Get leadership to push the project out the 
gate. Once the fi rst sensor project is under way, the rest won’t be so hard to launch.

5 / LOOK FOR LESS EXPENSIVE OPTIONS.
Can’t afford to install a network of sensors? Consider 
putting sensors with GPS trackers on city-owned vehicles, 
turning them into mobile sensing devices for traffi c and 
environmental monitoring, to name just a couple of 
possibilities. Scour through existing data to identify 
potential hot spots for where to selectively place 
sensors, reducing the number of devices needed to 
monitor traffi c, transit or water lines, for example.

6 / DON’T OVERLOOK PRIVACY CONCERNS. Get ahead of the
game as far as privacy issues are concerned. Be transparent about how data 
will be collected and used, as well as how long the information will be stored. The 
public wants to be safe, but residents also want to be aware of how it’s being done.

/ HOW TO START 
A SENSOR-BASED PROJECT
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to be a pain point anytime you do 
something new,” she said. “Some-
times it calls for leadership at the 
top to step in and make it happen.”

Cities also have to do what Belis-
sent calls the “boring stuff ” of 
updating their governance models, 
incorporating shared services across 
departments and integrating data, 
all before the sensors get attached to 
poles or buried under streets. “These 
are the things that have to be done 
before doing those more forward-
looking sensor projects,” Frase said.

LOOKING AHEAD
Despite fi scal problems, the future 

for smart technologies looks bright. 
By 2020, cities around the world are 
expected to spend $20 billion just 
on sensor technology, according to 
Navigant Consulting, a Chicago-based 
fi rm. When you include the entire 
infrastructure of networks, data-
bases, IT consulting and services, 
the fi gure is far higher. IDC Govern-
ment Insights, an IT research fi rm, 
predicts that smart city spending will 
total $265 billion worldwide in 2014.

But as more urban communities 
begin to assemble and deploy sensor-
driven applications, critics are already 
questioning whether cities may end 
up too reliant on sensors and smart 
networks that drive not just services 
but also decision-making. Increasing 
our dependence on software to run 
services and operate infrastructure 
increases the risk that something could 
go wrong, argues NYU’s Townsend. 
Writing software code is still an art, 
based on assumptions that can create 
havoc. Assumptions were built into 

Hudson Yards is one of the hottest real estate developments in New 
York City right now. Located on the west side of Manhattan, the 
project, which includes offi ce towers, apartments, shops and luxury 
hotels, is about to add its newest tenant: an urban lab that will be 
run by New York University’s Center for Urban Science and Progress 
(CUSP). The lab will blend science with technology — including 
sensors — to collect data from the Yards site to measure traffi c 
and pedestrian fl ow, energy use and environmental conditions. 

The project is part of the emerging fi eld of urban informatics. “It is 
the fi eld fueled by the advance of digital technologies — sensors, 
wireless communication, storage and clever software — that makes 
it possible to see and measure activities in an urban environment 
as never before,” reported The New York Times.

CUSP is one of several 
research organizations 
that have emerged in 
recent years to tackle 
the problems of urban 
living that new digital 
technologies can impact 
and hopefully improve. 
Up the road in Cambridge, 
Mass., MIT has its SENSE-
able City Lab, which 
studies the changes that 
are occurring thanks to 
sensors and handheld 

electronics. The focus is on how data collected by sensors and used 
by citizens in an open environment can help researchers understand 
and address urban issues, said Carlo Ratti, the lab’s director. “Sensors 
allow us to better understand reality, catching the pulse of the city,” 
he said. The MIT lab has conducted research in Seattle, Copenhagen 
and, most recently, in Singapore. 

In Chicago, the Urban Center for Computation and Data, a joint 
initiative of the University of Chicago and Argonne National Labora-
tory, is pursuing interdisciplinary research into the science of cities, 
trying to anticipate the effects of rapid urbanization on the climate 
and the people who are living in cities in ever greater numbers. 
Like CUSP, the center focuses much of its work on its host city. 
Chicago has a similar massive development project under way, 
called Chicago Lakeside Development, a 600-acre site that will 
eventually house more than 600 buildings.  The center is working 
with the city and developers to better understand how changes in 
the project’s design will impact the environment and energy use. 
Much of the data collection will come from sensors, according to 
Director Charlie Catlett.

 But these research organizations and the urban labs they run 
could be more than just platforms for studying urban informatics, 
 according to CUSP Director Steven Koonin. He thinks they could 
serve as an alternative way for cities to develop sensor-based 
applications without going through a costly project with a technology 
fi rm. “City agencies that don’t have the resources to do analysis on 
their own,  could align themselves with an academic and research 
organization for help, ” he said.

/ THE BOOM IN URBAN DATA LABS

MIT’s SENSEable City Lab used these location-aware trash 
tags to understand how material flows through New York 
City’s waste management system.
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Connect with your peers in your city.
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HealthCare.gov that led the system to 
crash when too many people logged 
on to use it. Townsend cites Y2K as 
an example of a software bug that was 
buried deep in just about every main-
frame computer in the world. That 
one fl aw cost companies and govern-
ments more than $300 billion to fi x.

Sensor technology relies on the 
Internet, which has become increasingly 
vulnerable to hackers. Israel’s water, 
electricity and banking systems have 
been the target of numerous hacking 
attacks. In 2012, the traffi  c manage-
ment system for a major artery in the 
port city of Haifa was hacked, causing 
traffi  c problems that lasted for hours.

Another concern is the use of sensors 
to maximize the effi  ciency of existing 
infrastructure: roads, rails, water systems 
and electrical grids. Trying to squeeze 
excess capacity out of old systems could 
cause problems down the road, espe-
cially if the software isn’t stable, robust 
and secure. And if a problem occurs, 
can a sensor-based water system shut 
down properly or does it fail catastrophi-
cally? Is there a digital backup in case of 
failure? Recent events are not reassuring. 
When hurricanes Katrina and Sandy 
struck, the cellular phone networks 
overloaded and crashed. Boston’s 
wireless phone system also shut down 
from overuse immediately following 
the Marathon bombing in 2013.

Sensors that can listen, watch and 
identify by reading vehicle license 
plates and smartphone GPS coor-
dinates also raise privacy issues. In 
Europe, strict laws require providers 
to receive permission from users 
before they can use personal data, 
such as location, addresses and the 
like. Santander Mayor de la Serna 
said residents have not reacted 
negatively to the sensors in his city 
that collect information, which 
is actually aggregated and kept 
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Seoul, South Korea, spent millions of dollars embedding sensors in its main arteries in 
an attempt to capture real-time traffi c data. It didn’t work. The information was never 
accurate. But in 2012, the city installed a wireless payment system that uses GPS 
technology in 25,000 taxicabs. The information from the GPS sensors gave the city the 
real-time traffi c information it always wanted, but at a fraction of the cost of embed-
ding sensors in the road.

Installed sensors have been around for a while, but now cities are turning to mobile 
sensors to help capture valuable data to monitor traffi c and the environment. For 
example, Chicago put GPS devices on every city-owned vehicle, turning them into 
instant traffi c monitoring stations.

But what about turning citizens into sensors? In Santander, Spain, anyone can 
download a city-built app to their smartphone and use it to fi nd out what’s happening 
at venues they happen to be passing by. But the app also lets citizens upload infor-
mation of their own, geocode it and send it to the city, so that others can share the 
information. The idea is to allow citizens to send as well as receive information that 
can become part of the overall data set. “It’s kind of like a tech version of community 
watch,” said Katharine Frase, chief technology offi cer of IBM Public Sector. 

The more that people are involved with sensor-based projects, the better a city can 
understand the reality of what’s going on, in terms of what people really want rather 
than what city government thinks its citizens want. “It’s a way to capture the pulse of 
the city,” said Carlo Ratti, director of MIT’s SENSEable City Lab.

One recent project under way in Copenhagen involves turning bicycles into sensors. 
“We are turning them into mobile sensing units,” Ratti said. “It allows you to collect 
data about your cycling activity and about your surroundings, creating a big pool of 
data that everyone can share from.”

Some have cautioned against expecting too much from citizen-based sensor projects. 
But Ratti is confi dent that they will play an important role in the future of cities. “I 
believe that people will be the key actors in sensing, fi ve to 10 years from now,” he 
said. “The next stage will be based on bottoms-up sharing of data instead of top-down 
sensing as it’s now done in many cities.”

/ MOBILIZING CITIZEN SENSORS
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For more information on mobility solutions 
for state and local governments, download 
our white paper at CDWG.com/byodfocus

An ever-increasing amount of your staff is using mobile devices for work. 
But without a complete mobile solution in place, your infrastructure can be 
overtaxed and sensitive data may be at risk. 

GOVERNMENT

1IC Insights, IC Insights Raises Forecasts for Tablets, Notebooks and Total PC Shipments       2Center for Digital Government, “Mobilty and Security Research” September, 2012        
©2013 CDW Government, LLC. CDW® ® and PEOPLE WHO GET IT™ are trademarks of CDW, LLC.

1

11%Notebooks

Tablets 82%

Desktops 0.5%

of state and local government offi  cials 
do not lock their mobile devices.2

WE DESIGN IT. WE CONFIGURE IT. WE IMPLEMENT IT. WE SUPPORT IT.  
Whether you’re looking to issue devices or to set up a policy for BYOD, we have years 
of experience implementing mobility solutions for agencies just like yours. We bring 
the experts and the expertise to make it all work seamlessly.

WE GET IT. 

STRATEGY — We can help you design data and 
device policies, a network strategy and more.

DEVICES — With a wide range of devices, 
we can help you select and deploy the right 
ones for your organization.

CENTRALIZED MANAGEMENT  — Our custom 
MDM and Expense Management solutions help 
put you in control of your organization’s devices.

MORE — Plus, we can help with end-user support, 
application development and management, and 
networking. 

+

ON THE GO.

49% of state and local IT 
professionals use their 
personal devices for work.2

THE PEOPLE DEMAND MOBILITY »

BUT WITHOUT A PLAN TO SUPPORT MOBILITY, YOUR NETWORK CAN BE LEFT EXPOSED.

AND IT’S CHANGING THE WAY YOUR AGENCY WORKS.  »
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anonymous anyway. But others aren’t so 
sure. Fred Cate, director of the Center 
for Applied Cybersecurity Research at 
Indiana University, told The New York 
Times that the potential for misuse 
of sensors that can capture nearby 
conversations, read license plates 
and record video of people is high.

Rob Kitchin, director of the 
National Institute of Regional and 
Spatial Analysis at the National 
University of Ireland, Maynooth, said 
interconnected networks of sensors 
also raise concerns about how cities 
are governed. In an article published 
in GeoJournal, Kitchin explained that 
as cities increasingly rely on data 
streams from sensors and analytical 
software to interpret what the data 
means, there’s a presumption that “all 
aspects of city life can be measured 
and monitored and treated as technical 
problems, which can be addressed 
through technical solutions.” 

An algorithmic approach to city 
governance seemly ensures rational, 
logical and impartial decisions. 
“Moreover,” he added, “it provides city 
managers with a defense against deci-
sions that raise ethical and account-
ability concerns by enabling them 
to say, ‘It’s not me, it’s the data!’”

The worst fear is that a sensor-
based smart city could be turned 
against citizens should the politics 
shift from a benign democratic form 
of government to one that’s auto-
cratic. For a more repressive regime, 
turning public safety and traffi  c 
monitoring sensors into surveillance 
tools might prove hard to resist. 

SMARTER TRANSIT
In Montreal, bus and subway riders 

who use the transit system’s OPUS 
smart fare card and have a smartphone, 
can receive personalized coupons from 
stores and entertainment venues that 
are located along the route of their 
ride. The information arrives in 

real time, so riders can just hop 
off  the bus and walk into a nearby 
store or restaurant for discounted 
coff ee, baguette or a meal.  

It’s the kind of smart city project 
that would make any public offi  cial 
happy. Sensors in the fare card system 
tell the database which customers are 
riding on the bus and which route they 
are on. The information feeds into the 
app, which immediately transmits the 
discount coupons from participating 
stores to the customer’s smartphone. 

The program, which merges 
the latest in smart technology with 
precision marketing, is designed to 
encourage loyalty among the public 
transit system’s 2.5 million riders who 
have an OPUS card. And it works. 
Ridership has increased 15 percent 
in the last three years. More riders 
means more revenue for Montreal’s 
transit system. The city also gets 
nonfare revenue from the business 
and retail partners who are paying to 
be part of the app program. Transit 
riders who were once just passen-
gers, are now customers with an 
incentive to stay with public transit. 
And it’s an example of sensor-based 
technology that has a business plan 
that can quantify the value and return 
on investment for city offi  cials.

So how do cities reach this point? 
Like so many innovative trends, the 
technology is not really the problem. 

Rather, it’s fi nding the political 
will to move to the starting point, 
assessing needs and making sure the 
right management systems are in 
place. “You start by evaluating your 
pain points, whether it’s parking, 
congestion, crime or, in the case of 
Montreal, a need to sustain stronger 
ridership in the city’s transit system,” 
said Belissent. City offi  cials need to 
engage the business community and 
the citizens to fi gure out what they 
want and where to invest, she added.

Cities also need to think about 
how they want to use the data captured 
by the sensors and they need to 
decide which data should be in the 
open and public, and which is not, 
according to Frase. “Lots of cities have 
added the role of chief data offi  cer as 
a way to think through thoughtfully 
the policy that drives the sensor-
based projects they want to deploy.”

And even though most experts 
agree that sensor-based applications 
are still a work in progress, especially 
in terms of the business case to justify 
the investment, it’s not too early to 
start thinking about the future. 

“We’ve been doing this for four 
years now and we’re still learning,” 
said Santander Mayor de la Serna. 
“But I strongly believe that cities of 
the future will rely on this kind of 
technology if our aim is to build smart, 
sustainable and effi  cient cities.”   

“I STRONGLY BELIEVE THAT CITIES
OF THE FUTURE WILL RELY ON THIS 
KIND OF TECHNOLOGY IF OUR AIM 
IS TO BUILD SMART, SUSTAINABLE 
AND EFFICIENT CITIES.
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CASE STUDY /   
DELL SOFTWARE

Juggling a few passwords is a minor
annoyance that many employees take in 

stride. But when the job requires access to a 
multitude of applications — all with unique 
sign-ons and URLs — remembering that 
information can be a part-time job in itself, 
and a potential security risk. 

The Hawaii Department of Education 
(HiDOE) found that very scenario playing 
out among its own ranks. With upwards 
of 25,000 employees often tasked with 
accessing 10 or more major applications 
daily to do their jobs, the department’s 
customer service desk suff ered a continual 
barrage of requests to reset passwords. 
The situation sparked frustration among 
teachers and administrators who sometimes 
lacked access for extended periods. It also 
redirected the IT staff ’s focus to lower-level 
tasks, many of which could be automated 
with well-chosen technology.

HiDOE found itself in need of an identity 
and access management solution featuring 
single sign-on (SSO) to boost worker 
productivity and IT security. 

TACKLING THE CHALLENGE
With an SSO solution, employees would 

only have to memorize one password 
to eff ortlessly access their key applica-
tions, including the department’s learning 
management system (LMS), time and atten-
dance system, and other applications from a 
single sign-in screen. The technology would 
lower support costs and improve employee 

effi  ciency by reducing the time squandered 
retrieving and resetting sign-ins, and main-
tain data security and privacy standards. 
But implementing SSO also presented 
numerous challenges. 

“We had over 16 distinct systems with 
varying authentication models and pass-
word standards,” says David Wu, HiDOE’s 
assistant superintendent and CIO. “While 
we did have a basic identity management 
capability through our HR and email 
system, it was not universal, and we needed 
to move to a more robust, scalable imple-
mentation model.”

Reducing employee inconvenience and 
bridging the gap across disparate systems 
would require a more powerful and scalable 
solution. HiDOE sought technology that 
would work with its Lotus Notes environ-
ment for email and other tasks, while educa-
tion offi  cials desired easy access to their 
other key software using secure identity 
management and user authentication. 

RACING TO THE TOP
Fortunately, HiDOE was among several 

winners of the federal government’s 
Race to the Top (RTTT) grant program 
designed to spur innovation and reform 
in education. With a $75 million four-year 
grant received in 2010, HiDOE was able 
to earmark $2.1 million to go towards the 
technology it needed. Because the grant 
program set tight deadlines for comple-
tion of program phases, Hawaii offi  cials 

also had to enlist a technology partner 
that could roll out a dynamic solution 
quickly. After weighing other options, 
department leaders chose Dell Software’s 
comprehensive Dell One Identity solutions 
and SSO capability, which help organiza-
tions manage access governance, identity 
administration, privileged users and user 
activity monitoring.

“The Dell Software product line provided 
us an implementation solution that could 
be completed within the tight timeframes 
specifi ed in the RTTT grant,” says Wu. “By 
choosing Dell Software’s technology, we 
were also able to include systems in the 
scope that would have been diffi  cult, if not 
impossible, to implement in SSO.”

In addition, the Dell Software team 
off ered extensive expertise and resources 
to ensure a successful project.

ENHANCING PRODUCTIVITY AND SECURITY 
With grant funding in hand, the depart-

ment started the project’s fi rst phase in 
June 2012. Department managers, staff  
and vendors worked closely for a little 
more than four months. In November 
2012, the Dell Software solution went live 
to provide teachers, administrators and 
others SSO access to fi ve of the depart-
ment’s crucial applications, including its 
LMS, HR system, and time and attendance 
system. Offi  cials also gained SSO access to 
the data warehouse and statewide student 
enrollment application.
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RACING TO THE TOP: 
The Hawaii Department of Education boosts productivity and security 
with single sign-on and identity and access management
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“The introduction of SSO represents 
a milestone in the way HiDOE utilizes its 
resources,” says Wu, noting that users now 
access most applications by only signing in 
once each work day. 

In addition, Dell One Identity solu-
tions add true identity management with 
an advanced gatekeeper called a proxy 
service to tightly control user access. It 
instantly checks all access “requests” when 
employees click on a particular icon. The 
technology allows seamless access to the 
application or content when, and only 
when, it detects a valid session identifi er 
and an authorized, authenticated user. 
Hawaii offi  cials also liked the solution’s 
ability to:
• Remove vulnerability of systems, data

and applications
• Support a wide range of authentication

methods and security systems
• Enable SSO across multiple web servers
• Provide access and control by a

user’s role 
• Add compliance with audit, access 

control and separation of duties features
In short, rolling out Dell One Identity 

solutions and the SSO component helped 
HiDOE rein in increasing IT sprawl and 
provide all employee groups with easy 
access to resources they need, without 
adding infrastructure or complexity. 

REVELING IN THE RESULTS
So far, the results have been a hit with 

educators, administrators and other depart-
ment employees, who cheered the initial 
rollout of SSO. They’ve expressed enthu-
siasm about extending that ease of use to 
additional applications, Wu says.

“By April 2013, we had increased the 
number of systems using SSO to 12, and 

today users can access 14 applications — 
nearly all of our major systems using single 
sign-on,” notes Wu.

Other stakeholders have benefi ted as 
well. For instance, application owners have 
found that easier, less problematic sign-in 

is driving greater user adoption of applica-
tions, while customer service desk workers 
are pleased to shift their attention from 
re-setting passwords to handling other 
pressing duties. 

These SSO benefi ts and effi  ciencies led 
HiDOE to be one of the winners in the 2013 
State of Hawaii Excellence in Technology 
Awards, and to become a fi nalist for the 
National Association of State Chief Infor-
mation Offi  cer’s (NASCIO) 2013 State IT 
Recognition Award. 

BUILDING ON A SOLID FOUNDATION 
Education offi  cials plan to roll out 

additional project phases in the near 
future. For example, SSO capabilities 
will link with the department’s planned 
implementation of Microsoft Active Direc-
tory to enforce security policies across its 
Windows environment, and to converge its 
IT infrastructure. That tie-in will eventu-
ally allow employee SSO access to web 
applications, the network itself and other 
resources. And mobility functions will let 

users access those resources securely from 
any device or location. By late 2015, IT staff  
should be able to use SSO to order new 
accounts, services and hardware easily and 
eff ortlessly through an Amazon.com-like 
shopping cart. They’ll also gain granular 

auditing capabilities, with reports that 
show who requested or approved a service, 
and related usage details, for improved 
management and compliance. 

“Without a solid identity management 
foundation, none of these projects would 
have been feasible,” says Wu. Dell One 
Identity solutions have “provided us with 
the foundation we needed to take HiDOE 
to the next level from an information 
systems perspective.”

Today, HiDOE is still deciding which 
additional components of Dell Software’s 
technology to phase in. One of the plans 
is to let users access a newly designed 
internal employee web portal and the 
network using SSO. It is looking to add 
two-factor authentication to enhance 
security when users access systems from 
outside the network as well.

For now, though, teachers, administra-
tors and customer service desk representa-
tives are handling job tasks more effi  ciently, 
helping Hawaii schools continue their race 
to the top.

Dell Software helps customers unlock greater potential through the power of technology—delivering scalable, 

affordable and simple-to-use solutions that simplify IT and mitigate risk. The Dell Software portfolio addresses 

fi ve key areas of customer needs: data center and cloud management, information management, mobile 

workforce management, security and data protection. This software, when combined with Dell hardware and 

services, drives unmatched effi ciency and productivity to accelerate business results. 

www.dellsoftware.com

“The introduction of SSO represents a milestone 
in the way HiDOE utilizes its resources.”
David Wu, Assistant Superintendent and CIO, Hawaii Department of Education
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Digital Communities are real places that understand and value the transformative power of broadband connectivity, core computing 
technologies and interoperable applications to improve the way government conducts business and interacts with citizens. The 
Digital Communities Program showcases solutions from leading technology companies that are specifically designed for communities 
and local governments that want to exceed the expectations of their citizens. In addition, the program provides a collaboration 
forum where community officials discover and share emerging best practices and innovative community technology deployments.

BUILDING 
21ST-CENTURY 
COMMUNITIES
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